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Abstract

We propose a formal definition for the timed asyn-
chronous system model, we describe extensive mea-
surements of actual message and process schedul-
ing delays and hardware clock drifts that confirm
that this model adequately describes current dis-
tributed systems built from networked workstations,
and we give an explanation of why practically
needed services, such as consensus or leader elec-
tion, which are not implementable in the time-free
asynchronous system model, are implementable in
the timed model.

1 Introduction

Depending on whether the underlying communica-
tion and process management services make inter-
process communication by messages certain or not,
distributed systems can be classified as either syn-
chronous or asynchronous [7]. Communication cer-
tainty in a synchronous system means that any mes-
sage sent by a correct process to a correct destina-
tion process is received and processed at the desti-
nation within a bounded time. This is achieved in
practice by 1) using hard real-time scheduling and
flow control techniques to guarantee the existence
of constant upper bounds for message transmission
and process scheduling delays, and by 2) assuming
that the rate of failures that can occur in a system
is bounded. The bounded failure rate assumption
then allows system designers to use space [8] or time
redundancy [24] to mask lower level communication
failures and provide the abstraction of ‘certain com-
munication’.

When no assumptions are made about the existence
of bounds on communication, process scheduling
delays or the rate of failures, the system is asyn-
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chronous. The vast majority of distributed systems
encountered in practice are asynchronous.

Most published research on asynchronous systems is
based on the well-known time-free model [18], char-
acterized by the following properties: 1) services are
time-free: their specification describes what outputs
and state transitions should occur in response to in-
puts without placing any bounds on the time it takes
these outputs and state transitions to occur, 2) in-
terprocess communication is reliable: any message
sent between two non-crashed processes is eventu-
ally delivered to the destination process, and 3) pro-
cesses have crash failure semantics, and 4) processes
have no access to hardware clocks. Because in the
time-free model an observer cannot distinguish be-
tween correct, slow or crashed processes, most of the
services that are of importance in practice, such as
consensus, election or membership, are not imple-
mentable [18, 21, 2].

Since [4], we have been using a different model for
asynchronous systems, which we have called later
[10] the timed asynchronous model, to avoid con-
fusion with the time-free model. The timed model
assumes that 1) all services are timed: their spec-
ification prescribes not only the outputs and state
transitions that should occur in response to inputs,
but also the time intervals within which a client can
expect these outputs and transitions to occur, 2) in-
terprocess communication is via an unreliable data-
gram service with omission/performance failure se-
mantics, 3) processes have crash/performance fail-
ure semantics, 4) processes have access to hardware
clocks that run within a linear envelope of real-time,
and 5) no bound exists on the rate of communica-
tion and process failures that can occur in a sys-
tem. Qur use of this model was based on intu-
ition that 1) it adequately describes existing dis-
tributed systems built from networked workstations
and, 2) in contrast with the time-free model, the
timed model allows practically needed services such
as clock synchronization, membership, consensus,
election, and atomic broadcast to be implemented
[4, 10, 12, 6, 17].

Since it does not assume the existence of hardware



clocks or timed services, the time-free model may
appear to be more general than the timed model.
However, all workstations currently on the market
have high-precision quartz clocks, so the presence
of clocks in the timed model is not a practical re-
striction. Moreover, while it is true that many of
the services encountered in practice, such as Unix
processes and UDP, do not make any response-time
promises, it is also true that all such services be-
come de facto “timed” whenever a higher level of
abstraction that depends on them, in the worst case
the human user, fixes a timeout for deciding of their
failure. Thus, the requirement that services be timed
and processes have access to hardware clocks do not
make the timed model less general than the time-
free model from a practical point of view. In fact,
the failure semantics of interprocess communication
in the time-free model is much stronger than in the
timed model: while in the time-free model there can-
not exist system runs in which correct processes are
disconnected for the entire run, the timed model al-
lows runs in which correct processes are permanently
disconnected. Thus, while the time-free model ex-
cludes the possibility that correct processes be parti-
tioned for arbitrary lengths of time, the timed model
allows such partitioning to be naturally modeled as
the occurrence of sufficiently many omission or per-
formance communication failures. This character-
istic of the timed model reflects in a very natural
way the situations in which communication parti-
tions can be observed for hours, days, or even weeks
in real systems, especially those based on wide area
networks, like the Internet. Thus, from a practical
point of view, the timed model is more general than
the time-free one, because 1) it allows partitions to
be modeled naturally, and 2) its assumptions that
services are timed and processes have access to hard-
ware clocks are not restrictive from a practical point
of view.

The goal of this paper is to 1) propose a formal def-
inition for the timed asynchronous system model, 2)
provide extensive measurements of actual message
and process scheduling delays and clock drifts that
confirm that this model adequately describes cur-
rent run-of-the-mill, distributed systems built from
networked workstations, and 3) give an intuitive ex-
planation of why practically important services such
as consensus or leader election, which are not im-
plementable in the time-free asynchronous system
model, are implementable in the timed model.

2 Related Work

Distributed system models can be classified accord-
ing to what they assume about network topology,

synchrony, failure model, and message buffering [19].
According to this taxonomy, the timed asynchronous
model can be characterized as follows:

e network topology: any process knows the com-
plete set of processes and can send messages to
any process. The problem of routing messages
for irregular topologies is assumed to be solved
by a lower level routing protocol.

e synchrony: services are timed and processes
have access to local hardware clocks whose
drift rates from real-time are bounded. The
timed service specifications allow the definition
of timeout delays for message transmission and
process scheduling delays.

e failure model: processes can suffer crash or per-
formance failures; the communication service
can suffer omission or performance failures.

o message buffering: finite message buffers and
non-FIFO delivery of messages. Buffer over-
flows do not block senders, but result in com-
munication omission failures.

The timed asynchronous system model was intro-
duced (without being named) in [4]. It was fur-
ther refined in [10] and renamed to avoid confusion
with the time-free model [18]. In particular, [10] in-
troduces system stability predicates and conditional
timeliness properties to capture the intuition that
as long as the system is stable, that is, the num-
ber of failures affecting the system is below a cer-
tain threshold, the system will make progress within
a bounded time. Well-tuned systems are expected
to alternate between long periods of stability and
short periods of unstability, in which the failure rate
raises beyond the assumed threshold. In [12] we in-
troduced progress assumptions as an extension of the
timed asynchronous system model: a progress as-
sumption states that after an unstable period there
always exists a time interval of bounded length in
which the system will be stable. Progress assump-
tions allow to solve problems like consensus, that
were originally specified by using unconditional ter-
mination conditions, as opposed to our use of con-
ditional timeliness properties. To further highlight
the similarities and differences which exist between
the synchronous and the timed asynchronous system
models, [7] compares the properties of fundamen-
tal synchronous and asynchronous services such as
membership and atomic broadcast. In [16] we intro-
duced the notion of fail-awareness as a systematic
means of transforming synchronous service specifi-
cations into (fail-aware) specifications that are im-
plementable in timed asynchronous systems.



Progress assumptions, which require that, infinitely
often, some majority set of processes becomes “sta-
ble” for a certain amount of time, have a certain
similarity to the global stabilization requirement of
[11], which postulates that eventually a system must
permanently stabilize, in the sense that there must
exist a time beyond which all messages and all non-
crashed processes become timely. Progress assump-
tions have also a certain similarity with failure de-
tectors [3] which are mechanisms for adding syn-
chrony to the time-free model: certain failure de-
tector classes provide their desired behavior based
on the observation that the system eventually stabi-
lizes.

The quasi-synchronous model [23] is another ap-
proach to define a model that is in between syn-
chronous systems and time-free asynchronous sys-
tems. It requires (P1) bounded and known process-
ing speeds, (P2) bounded and known message de-
livery times, (P3) bounded and known drift rates
for correct clocks, (P4) bounded and known load
patterns, and (P5) bounded and known deviations
among local clocks. The model allows for at least
one of the properties (Pz) to have a non-one as-
sumption coverage, that is, a non-zero probability
that the bound postulated by (Pz) is violated at
run-time. In comparison, the timed asynchronous
system model assumes that the coverage of (P3) is
1, the coverage of (P1) and (P2) can be any value,
and it does not make any assumptions about load
patters or the deviation between local clocks.

3 The Model

A timed asynchronous system consists of a finite set
of processes P linked by a datagram service. Pro-
cesses run on the nodes of a physical network (see
Figure 1). Lower level software in the nodes and
the network implement the datagram service. Two
processes are said to be remote if they run on dis-
tinct nodes, otherwise they are local. Each process
p has access to a local hardware clock. The process
management service that runs in each node uses this
clock to manage alarm clocks that allow the local
processes to request to be awakened whenever de-
sired. We use o, p, ¢, and r to denote processes, s, t,
u, and v to denote real-times, S, T, U, and V to de-
note clock times, and m, and n to denote messages.
Subscripts are used whenever needed.

3.1 Hardware Clocks

All processes that run on a node can access the
node’s hardware clock. Such a clock consists of an
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Figure 1: Processes in a timed asynchronous system
have access to local hardware clocks and communi-
cate via datagram messages across a network.

oscillator and a counting register that is incremented
by the ticks of the oscillator. Each tick increments
the clock value by a positive constant G, called the
clock granularity. Correct clocks are therefore mono-
tonically increasing. We denote R7 the set of real-
times and C7 the set of clock values. The clock of
process p is a function H, from real-time to clock-
time:
H,:RT —C(CT.

H,(t) denotes the value displayed by the clock of p
at real-time ¢. Local processes access the same clock,
while remote processes access different clocks.

Because of imprecision of the oscillator, temperature
changes, and aging, a hardware clock usually drifts
from real-time. The drift rate of correct clocks is
bounded by a mazimum drift rate constant p: a clock
H, is correct at time u, if for all times s and ¢ such
that s <t < u, H, measured the passage of the real-
time duration t-s with an error of at most p(t—s)+G"
(1-p)(t:5)-G < Hy(t)-Hy(s) < (14p)(t-5)+G.
The p bound on the drift rate causes any correct
clock to be within a narrow linear envelope of real-
time (see Figure 2).

3.1.1 Measurements

Modern operating systems, such as Solaris, provide
processes access to hardware clocks that are not sub-
ject to adjustments. These clocks are ideally suited
to implement a calibrated hardware clock. For ex-
ample, Solaris provides a function gethrtime (get
high resolution time) that returns a clock value ex-
pressed as nanoseconds. In particular, these clocks
are not affected by erroneous operator-requested
clock adjustments that can be the cause of hardware
clock failures [1].

For current workstation technology, the granularity
of a hardware clock is typically between 1ns and
1us, and the constant p is of the order of 107* to
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Figure 2: The drift rate of a process p’s hardware
clock H, is within [-p,+p].

107%. We measured the drift rate of the uncali-
brated, unsynchronized hardware clocks of the SUN
workstations in our Dependable Systems Laboratory
at UCSD over a period of several weeks. The Figure
3 shows the drift rate of four hardware clocks with
respect to a set of externally synchronized clocks
(which approximate real-time). The average drift
rate of all four hardware clocks stayed constant over
the measured period. The “spikes” in the graph are
due to the adjustments made by the external syn-
chronization algorithm to the set of externally syn-
chronized clocks, they are not due to changes in the
drift rate of the hardware clocks.
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Figure 3: Measured drift rate (in £%) of four hard-
ware clocks over a period of more than 70 days. The
drift rate was determined every hour. The “spikes”
in the graphs are due to measuring errors.
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Clock calibration means changing the average drift
rate of a clock so that it becomes about zero. Cali-
brating a hardware clock allows us to decrease its
maximum drift rate by two orders of magnitude:
from 10~ to 107%. For example, clock calibration

allowed us to reduce the measured average drift from
about 15552 to about 0£2. Because we use in our
protocols calibrated hardware clocks, we can use a p
of 2£% instead of a p of 2002>. Since p is such a small

quantity, we ignore terms p° for i > 2. For example,
we equate (14 p)~! with (1 —p) and (1 — p)~! with
(1 + p). For simplicity, we assume that the clock
granularity GG is negligible. We assume that hard-
ware clock failures can be detected and are trans-
formed into process crash failure. Hence, we assume
that each non-crashed process has a correct hard-
ware clock.
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Figure 4: Process p sends unicast message m to ¢

at real-time s and ¢ receives m at real-time ¢t. The
transmission delay of m is td,(m) =t — s.

3.2 Datagram Service

The datagram service provides primitives for trans-
mitting unicast (see Iigure 4) and broadcast mes-
sages (see Figure 5). The primitives are:

e send(m,q): to send a unicast message m to pro-
cess ¢,

e broadcast(m): to broadcast m to all processes
including the sender of m, and

e deliver(m,p): upcall initiated by the datagram
service to deliver message m sent by process p.

To simplify the specification of the datagram service,
we assume that each datagram message is uniquely
identified. In other words, two messages are differ-
ent even when they are sent by the same process
(at two different points in time) and have the same
“contents”. Let M sg denote the set of all messages.
We use the following predicates to denote datagram
related events:

o deliverl (m,p): the datagram service delivers
message m sent by p to ¢ at real-time {. We
say that process ¢ receives m at t.



o~ td{m) — ! real;
S d) u t time

Figure 5: Process p sends broadcast message m at
s and ¢ receives m at t, while r receives m at u.
The transmission delays of m are td,(m) = t—s and
td,(m) =u — s.

° send;('m,q): p transmits unicast message m
to ¢ at real-time t by invoking the primitive
send(m,q).

o broadcast,(m): p transmits broadcast message
m at real-time ¢ by invoking the primitive broad-
cast(m).

The requirements for the datagram service are as
follows:

o Only “real” messages are delivered.
If the datagram service delivers m to p at t and
identifies ¢ as m’s sender, then ¢ has indeed sent
m at some earlier time s < ¢:
Vp,q,m,t: deliver! (m,q)
= Js<t: send;(m,p) V broadcast;(m).

e Fach message has a unique sender and is deliv-
ered at a destination process at most once.
Vp,q,r,m,t,u: deliver] (m,q) A deliver(m,r)

> qg=1rANt=u.

Let m be a message that p sends (see Figure 4) or
broadcasts (see Figure 5) at s. Let ¢ receive m at t.
We call s and t the send and receive times of m, and
we denote them by st(m) and rt,(m), respectively.
The transmission delay td,(m) of m is defined by,
td,(m) 2 rt,(m) — st(m).

The send time stamp ST(m) and the receive time
stamp RT,(m) of m are defined as,

ST(m) 2 Hy(st(m)) and RT,(m) 2 H,(rt,(m)).
The function sender(m) returns the sender of m:
sender(m)=p < 3s,q: send;(m,q)V broadcast} (m).
The destination Dest(m) of a message m is the set
of processes to which m is sent:

q € Dest(m) < 3s,p: send; (m,q)V broadcast; (m).

We assume that any message sent between two re-
mote processes p and ¢ has a transmission delay that

is at least d,,n:
tdq(Tn) > bmin-

The transmission delay of a message sent between
two local processes can be smaller than 6,,;,. We
also assume that the size of a message is not greater
than some given upper bound. For example, the
maximum message size for the U D P datagram ser-
vice [20] is 64kBytes.

The datagram service does not ensure the existence
of an upper bound for the transmission delay of mes-
sages. But since all services in our model are timed,
we define a one-way time-out delay 6, chosen so that
the actual message sent or broadcast are likely [5] to
be delivered within §. A message m whose trans-
mission delay is at most 6, i.e. td,(m) < §, is called
timely. If m’s transmission delay is greater than 4,
i.e. tdy(m) > 6, we say that m suffers a performance
failure (or is late).

We require that the safety invariants of a protocol
designed for the timed asynchronous system model
be always true independently of the choice of §. The
choice of the timeout delay is crucial only for pro-
tocol stability and progress (see examples of safety,
stability and timeliness properties in [7].) The de-
termination of a good ¢ that ensures likely stability
and progress typically requires the measurement of
protocol specific transmission delays [22].

3.2.1 Measurements
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Figure 6: Measured distributions of round-trip times
based on 20,000 round-trips for four different mes-
sage sizes.

Message transmission delays increase with message
size (see Figure 6) and depend on the message trans-
mission pattern used by a protocol (see Figure 7).
One solution to the first problem would be to make
6 and also 6,,;, dependent on the size of the mes-
sages. For simplicity, we assume however that § and
Omin are constant. This is a valid assumption since
the message size is bounded from below and above.



To demonstrate that transmission delays can be very
protocol dependent, we measured the transmission
times experienced by a local leadership service [17].
This measurement involved one process p periodi-
cally broadcasting messages and five processes send-
ing immediate replies to each broadcast message of
p. After receiving a reply, p spends some time pro-
cessing it before receiving the next reply. Hence, the
transmission delays of all successive replies increase
by the processing time of the preceding replies. The
distribution of transmission delays therefore shows
five peaks for the five replying processes (see Iigure
7). Based on our measurements, we chose a timeout
delay 6 of 20ms for that service.

1ms 2ms 3ms ams

Figure 7: Distribution of the transmission delays of
unicast messages sent by a local leader election pro-
tocol. This distribution is based on 500,000 replies.

In summary, the asynchronous datagram service is
assumed to have an omission/performance failure
semantics [5]: it can lose a message or it can fail
to deliver a message in a timely manner, but one
can neglect the probability that a message deliv-
ered by the service is corrupted. Broadcast mes-
sages allow asymmetric performance/omission fail-
ures in the sense that some processes might receive
a broadcast message m in a timely manner, while
other processes might receive m late or not at all.
Since p and é are such small quantities, we equate

(1 —=p)6 and (14 p)é with 6.

3.3 Process Management Service

A process p can be in one of the following three
modes (see Figure 8):

e up: pis executing its ‘standard’ program code,

e crashed: a process stopped executing its code
and has lost all its previous state, and

e recovering: p is executing its state ‘initializa-
tion’ code, (1) after its creation, or (2) when it
restarts after a crash.

A process that is either crashed or “recovering” is
said to be down. The following events cause a pro-
cess p to transition between the modes specified
above (see Figure 8):

e start: when pis created, it startsin “recovering”
mode,

e crash: p can crash at any time, for example be-
cause the underlying operating system crashes.

e ready: p transitions to mode “up” after it has
finished initializing its state, and

e recover: when p restarts after a crash, it does

so in “recovering” mode.

We define the predicate cmshedg) to be true iff p is
crashed at time .

crash Start

ready down

recover recovering

Figure 8: Process modes and transitions.

down

A process p can set an alarm clock to be awakened
at some specified clock time. When p requests to be
awakened at clock time T, the process management
service will awake p when H,(¢) shows a value of
at least T. Note that an alarm clock can be used
to implement a timer that allows to define an alarm
time relative to the current time instead of specifying
an absolute time. We use the following predicates to
specify the behavior of alarm clocks:

o SetAlarm;(T): p requests at real-time s to be
awakened at some future real-time u such that
Hy(u) > T,

o WakeUp, (T): the process management service
wakes up p at real-time u for some previously
specified alarm clock time T.

When a process p crashes, the process management
service forgets all alarm times p set before crashing.
We require that a process p be awakened for a set
alarm clock time 7" only when 1) its hardware clock
shows at least T, 2) p has previously requested to
be awakened at 7', and 3) p has not crashed and has
not been awakened for T since then:



Vp,u, T: WakeUpy (T) = Hy,(u)>T A 3s<u,Vv€[s,u):
SetAlarmy (T) A =crashed; N = WakeUp} (T).

Let t be the earliest (or smallest) real-time for which
H,(t)>T. We call ¢ the real alarm time specified by
the SetAlarm; (T) event. Consider that the process
management awakes process p for alarm time T at
real-time u, i.e. WakeUpy(T) holds. The delay u—t
is called the scheduling delay experienced by the pro-
cess p. The process management service does not
ensure the existence of an upper bound on schedul-
ing delays. However, being a timed service, like all
services in the timed model, we define a scheduling
timeout delay o, so that actual scheduling delays are
likely [5] to be smaller than o.

We say that a process p suffers a performance failure
when it is not awakened within o time units of a
specified real alarm time (see Figure 9). Otherwise,
p is said to be timely. Thus, a process p suffers a
performance failure at real-time wu if there exists an
alarm time T that should have caused a WakeUp
event by wu:
plail; 235 <, 3T SetAlarm, (T) N Hy(u—a)>T
AYv € [s,u] : =WakeUp,(T) A =crashed,(T).
Formally, we define the predicate timely, to be true
iff p is timely at u:

timely,, 2 ~pFail; A =crashed,.

SetAlarmyT) H.()=T  WakeUp¥(T)
p/\ A p |

P-4 & & |
S t \Y;

t+o
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Figure 9: Process p is timely because it is awak-
ened within o real-time units of the real alarm time
t corresponding to the specified alarm clock time 7.
Process ¢ suffers a performance failure in [t 4+ o, w)
because it is awakened at real-time w after ¢ + o.

3.3.1 Measurements

To implement alarm clocks in the Unix family of op-
erating systems, one can use the select system call.
This call allows to specify a maximum interval for
which a process waits for some specified 1/O events
in the kernel before it returns. Unix tries to awake
the process before the specified time interval expires
using an internal timer. This timer has typically a
resolution of 10ms. Thus, the scheduling delay is
at least 10ms. Figure 10 shows the distribution of
scheduling delays experienced by a process execut-
ing a membership protocol [14]. Based on our mea-

surements, we selected a scheduling timeout delay of
30ms for this membership protocol.

10ms 20ms 30ms

Figure 10: The distribution shows the difference be-
tween the time a process was awakened and the time
it requested to be awakened. It is based on 350,000
measurements.

In summary, the timed model assumes that pro-
cesses have crash/performance failure semantics [5]
and that processes can recover from crashes. Since p
and o are such small quantities, we equate (1 — p)o
and (14 p)o with o.

4 Extensions

The core of the timed asynchronous system model
assumes the datagram service, the process manage-
ment service and the local hardware clocks. We in-
troduce two optional extensions of the model: stable
storage and progress assumptions. Both extensions
are reasonable for a network of workstations. How-
ever, not all systems might need to have or actually
have access to stable storage. A progress assump-
tion states that infinitely often a majority of pro-
cesses will be stable for a bounded amount of time.
While progress assumptions are valid for most lo-
cal area network based systems, they are not nec-
essarily valid for large scale systems connected by
wide area networks. Moreover, most of our service
specifications do not need a progress assumption to
enable their implementation in timed asynchronous
systems.

4.1 Stable Storage

Processes lose their memory state when they crash.
To allow processes to store information between
crashes, we introduce an extension of the timed
asynchronous system model: a local stable stor-
age service. This service provides the following two
primitives to any local process p:



e store(addr,val): p asks the value val to be stored
at address addr, and

e read(addr,val): p asks to read the most recent
value it has stored at address addr. If p has not
yet stored some value at addr, the undefined
value L is returned.

that denote the invocation of
storel, (addr,val) and

The predicates
the above primitives are:

read;; (addr,val), respectively.

The stable storage service guarantees that for any
address a that a process p reads, it returns the most
recent value that p has stored at address a, if any:
read,, (a,val) =
Vu<t,vinstore, (a,v) A val=L
V 3s<t:store; (a,val) A Vu€ (s,t],v:mstorey (a,v).

A stable storage service can be implemented on top
of Unix using the Unix file system. An implemen-
tation of such a service and its performance is de-
scribed in [9].

4.2 Stability and Progress Assumptions

The timeliness requirements encountered in the
specification of protocols designed for the timed
asynchronous system model are often conditional in
the sense that only when some “system stability”
predicate is true, the system has to achieve “some-
thing good” (see e.g. [7]). Such conditional timeli-
ness requirements express that when some set of pro-
cesses S P is “stable”, that is, the failures affecting
S P have a bounded rate of occurrence, the servers
in 5P have to guarantee progress within a bounded
amount of time. We call a set S P a stable partition

[17] iff

e all processes in 5P are timely,

e all but a bounded number of messages sent be-
tween processes in S P per protocol round are
delivered in a timely manner, and

e from any other partition either no message or
only “late” messages arrive in S P.

The concept of a stable partition is formalized by a
stability predicate that defines if a set of processes S P
forms a stable partition in some given time interval
[s,t]. There are multiple reasonable definitions for
stability predicates: examples are the stable predi-
cate in [10], or the majority-stable predicate in [12].
In this paper we formally define the stability predi-
cate A-F-partition introduced informally in [15]. To

do that, we first formalize and generalize the notions
of connectedness and disconnectedness introduced in

[10].

Two processes are F-connected in the time interval
[s,t] iff (1) p and ¢ are timely in [s, ], and (2) all but
at most F' messages sent between the two processes
in [s,t] are delivered within at most é time units.
We denote the fact that p and ¢ are F-connected in
[s,t] by the predicate F-connected(p,q,s,t):

F-connected(p,q,s,t) 23m CMsg:|M|<F
AVu € [s,1] : timelyy A timelyy
ANYmeMsg—M Vre{p, q} : st(m)€[s,t] A

Sender(m)e{p, ¢} Ar€Dest(m)=td,(m)<é.

A process p is A-disconnected from a process ¢ in
[s, 1] iff any message m that p receives in [s,?] from
¢ has a transmission delay of more than A > ¢ time
units. A common situation in which two processes
are A-disconnected is when the network between
them is overloaded or at least one of the processes
is slow. One can use a fail-aware datagram service
[16] to classify messages with a transmission delay
greater than some A > § as “slow” and messages
with a transmission delay of at most é as “fast”.
Messages with a transmission delay within (8, A] are
either classified as “slow” or “fast”. We use the pred-
icate A-disconnected(p,q,s,t) to denote that p is A-
disconnected from ¢ in [s,t]:

A-disconnected(p,q,s,t) 2 Vm,Vu € [s,1] :

delivery(m) A sender(m) = q = td,(m) > A.

We say that a non-empty set of processes ' is a A-
F-partition in an interval [s,?] iff all processes in 9
are F-connected in [s,?] and the processes in S are
A-disconnected from all other processes:
A-F-partition(S, s, t) 25 £0

A Vp,q € S : F-connected(p,q,s,t)

A VpeSNreP-S: A-disconnected(p,r,s,t).

As an example of the utility of the above stabil-
ity predicate, consider an atomic broadcast protocol
designed to achieve group agreement semantics [7],
where all messages that are possibly lost or late are
re-sent up to F'+ 1 times. If a group of processes 5
forms a A-F-partition for sufficiently long time, that
group can make progress in successfully broadcast-
ing messages during that time.

4.2.1 Progress Assumptions

The lifetime of a distributed system based on a lo-
cal area network is characterized by long periods
in which there exists a majority of processes that
are stable. These stability periods alternate with
short instability periods. Based on this observation,



we introduced the concept of progress assumptions
[12] to show that classical services, such as consen-
sus, originally specified by using unconditional ter-
mination requirements, are implementable in the ex-
tended timed model. A progress assumption states
that the system is infinitely often “stable”: there ex-
ists some constant 1 such that for any time s, there
exists at > s and a majority of processes S P so that
S P forms a stable partition in [¢,t+ 7).

4.2.2 Measurements

We measured the behavior of six processes each run-
ning on a SUN workstation in our Dependable Sys-
tems Lab over a period of a day under normal load
conditions (see Figure 11). The set of all six pro-
cesses were, on the average, A-1-stable for about
218s. The average distance between two A-1-stable
periods was about 340ms. The typical behavior
experienced during an “unstable” phase was that
one of the six processes was slow. The member-
ship service [14] allows the fast processes to con-
tinue to make progress by temporarily removing the
slow process(es) from the membership. Note that a
progress assumption only requires that a majority
of the processes form a stable partition, i.e. it is
sufficient that at least four of the processes be A-1-
stable.

100Mms 300ms 500ms 700ms 900ms

Figure 11: Distribution of the time between two A-
1-stable periods for six processes, where A = 20ms
and ¢ = 30ms. The typical failure behavior ob-
served between consecutive stability periods was
that one process was slow.

5 Communication By Time

In synchronous systems, communication by measur-
ing the passage of time is certain: if a correct pro-
cess p does not hear in time the ‘I-am-alive’ mes-
sage of ¢, then ¢ has failed. The communication
uncertainty that characterizes timed asynchronous

systems makes such “communication by time” more
difficult, but still possible. To illustrate how pro-
cesses can communicate by (measuring the passage)
of time in timed asynchronous system, we sketch how
two processes p and ¢ can ensure that at any time at
most one of them is leader. We uses a locking mech-
anism [15] that facilitates communication by time
even when local clocks are not synchronized. The
mechanism ensures that if p sends some information
in a message m to a process ¢, p can determine by
consulting only at its local hardware clock the real-
time beyond which ¢ will no longer make use of the
information contained in m, since p knows that if ¢
receives m, ¢q uses the information only for a bounded
duration after m was sent.

For concreteness, consider the pseudo-code of Figure
12. Process p sends a message m to ¢ informing ¢
that it can become leader for Duration clock time
units if the transmission delay of m is at most A
real-time units. Process ¢ has to calculate an up-
per bound on the transmission delay of m to deter-
mine if it can use m. The fail-aware datagram ser-
vice introduced in [16] calculates an upper bound on
the transmission delay of messages (using round-trip
messages). It delivers m as “fast” when its transmis-
sion delay is at most A. Process ¢ uses m only when
m is “fast” and it sets variable FzpirationTime so
that ¢’s leadership expires exactly Duration time
units after the reception of m at local clock time

RT.

Process p waits for Duration(1+2p)+A (1+p) clock
time units before it becomes leader, where the fac-
tor (1 + 2p) is necessary because p’s and ¢’s hard-
ware clocks can drift apart by up to 2p. A process
r € {p, q} is leader at ¢ iff the function Leader? eval-
uates at ¢ to true when called with the value of r’s
hardware clock at ¢ as argument, i.e.
leadert 2 Leader?! (H,(t)).

Process p and ¢ are never leader at the same time
since (1) ¢ can only be leader when the transmis-
sion delay of m is at most A and it is leader for at
most Duration local clock time units after receiving
m, and (2) after p has sent m, it waits for at least
Duration(1+2p)+A(1+p) local clock time units be-
fore becoming leader.

6 Possibility and Impossibility
Issues

We address in this section the issue of why prob-
lems like election and consensus are implementable
in actual distributed computing systems while they
do not allow a deterministic solution in (1) the time-
free model and (2) to some extent in the core timed



const time Duration, A;

boolean Leader?(time now)
if now < ExpirationTime then
return ftrue;
return false;

process p begin
time ExpirationTime = 0;

fa—send(“you are leader”, q);
T = H()+Duration(1+2*p)+A(14p);
SetAlarm(T);
select event
when WakeUp(T):
FExpirationTime = oc;
end select
end

process q begin
time ExpirationTime = 0;

select event
when fa—deliver(m, p, fast, RT);
if fast then
ExpirationTime = RT+Duration;
endif
end select
end

Figure 12: This pseudo-code uses communication by
time to enforce that p is eventually leader while en-
suring that there is only one leader at a time.

model. To fix our ideas, we use the election problem
to illustrate the issues.

Whether the leader problem has a deterministic so-
lution or not depends on 1) the exact specification
of the problem, 2) whether the underlying system
model allows communication by time, and 3) on the
use of progress assumptions.

Termination vs Conditional Timeli-
ness Conditions

6.1

There is no commonly agreed-upon rigorous speci-
fication for the election problem. For example, [21]
specifies the election problem for the time-free sys-
tem model as follows:

S) at any real-time there exists at most one leader
’
and

TF) infinitely often there exists a leader, i.e. for an
y ) y
real-time s there exists a real-time ¢ > s and a
process p so that p becomes leader at t.

Problems specified for timed systems do not use
such strong unconditional termination conditionsre-

quiring that “something good” eventually happens.
Instead, we use conditional timeliness condition.
These require that if a system stabilizes for an a
priori known duration, “something good” will hap-
pen within a bounded time. With the introduction
of the A-F-stable predicate earlier, we can general-
ize the specifications given in [10] and [17] for the
election (or the highly available leadership) problem
for timed asynchronous systems as follows:

S) at any real-time there exists at most one leader
’
and

(TT) when a majority of processes are A-F-stable in
a time interval [s, s+ k], then there exists a pro-
cess p that becomes leader in [s, s + K].

The specification (5,7F) is not implementable in
time-free systems, even when only one process is al-
lowed to crash [21], while (5,7T) is implementable
in timed systems [10, 17]. To explain why this is so,
consider a time-free system that contains at least
two processes p and ¢. To implement (S,TF), one
has to solve the following problem: when a process p
becomes leader at some real-time s and stays leader
until it crashes at a later time ¢ > s, the remaining
processes have to detect that p has crashed to elect a
new leader at some time u > t to satisfy requirement
(TF). Since processes can only communicate by mes-
sages, one can find a run that is indistinguishable for
the remaining processes and in which p is not crashed
and is still leader at u. In other words, one can find

a run in which at least one of the two requirements
(S,TF) is violated.

The implementability of (5,77) in a timed asyn-
chronous system can be explained as follows. First,
to ensure property (S) processes do not have to de-
cide if the current leader is crashed or just slow. A
process is leader for a bounded amount of time be-
fore it is demoted (see Section 5). Processes can
therefore just wait for a certain amount of time
(without exchanging any messages) to make sure
that the leader is demoted. In particular, processes
do not have to be able to decide if a remote process is
crashed (this is impossible in both the time-free and
the timed asynchronous system models). Second,
when the system is stable, a majority of timely pro-
cesses can communicate with each other in a timely
fashion. This is sufficient to elect one of these pro-
cesses as leader in a bounded amount of time and
ensure that the timeliness requirement is also satis-

fied [10, 17].

Note that the specification (5,7F) is not imple-
mentable in the core timed model even when only
one process is allowed to crash. To explain this, con-
sider a run R in which no process can communicate

10



with any other process (because the datagram ser-
vice drops all messages). If at most one process [ in
R is leader, we can construct a run R’ such that [ is
always crashed in R’ and R’ is indistinguishable from
R for the remaining processes, therefore R’ does not
satisfy (9, TF"). Otherwise, if there exist at least two
processes p and ¢ in R that become leaders at times
s and t, respectively, we can construct a run R” that
is indistinguishable from R for all processes and in
which p and ¢ are leaders at the same point in real-
time (s = t), since p and ¢ do not communicate with
any other process.

6.2 Why Communication by Time is Im-

portant for Fault-Tolerance

One interesting question is if (5,77) could be im-
plemented in time-free systems. Since no notion of
stability was defined for time-free systems, we sketch
the following alternative result instead: (S5,77) is
not implementable in a timed system from which
hardware clocks are removed even if at most one
process can crash and no omission failures can oc-
cur. Note that, if processes have no access to local
hardware clocks, they cannot determine an upper
bound on the transmission delay of messages nor
can a leader enforce that it demotes itself within
a bounded time that is also known to all other pro-
cesses. In particular, the only means for interpro-
cess communication is, like in the time-free model,
explicit messages. Thus, the proof sketched above
that (5,7F) is not implementable in the time-free
model also applies for the timed system model with-
out hardware clocks. It is thus essential to under-
stand that it is the access to local clocks that run
within a linear envelope of real-time, which enable
communication by time, that allows us to circum-
vent in the timed model the impossibility result of
[21] stated for the time-free model.

6.3 Progress Assumptions

Another observation is that while (5,7 F) does not
have a deterministic solution in the core timed
model, it is implementable in a practical network
of workstations. The reason is that while the timed
asynchronous system model allows in principle runs
in which the system is never stable, the actual well-
tuned production systems that one encounters in
practice make such behavior extremely unlikely be-
cause ¢ and o are assumed to be well chosen. As
mentioned earlier, such a system is very likely to al-
ternate between long stability periods and relatively
short instability periods. To describe such systems,
it is therefore reasonable to use a progress assump-
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tion (see Section 4.2.1), that is, assume the existence
of an 7 such that the system is infinitely often stable
for at least n time units. For n > k, a progress as-
sumption ensures that a solution of (5,7T) elects
a leader infinitely often. Thus, the introduction

of a progress assumption implies that a solution of
(5,TT) is also a solution of (5, TF).

In the service specifications we have defined for asyn-
chronous services implementable in the timed model,
we always use conditional timeliness conditions and
we never use termination conditions like (T'F"). In
general we do not need progress assumptions to
enable the implementation of services with condi-
tional timeliness conditions in timed asynchronous
systems, i.e. these services are implementable in
the core timed system model. Furthermore, while
progress assumptions are reasonable for local area
systems, they are not necessarily valid for wide area
systems that frequently partition for a long time.
Thus, we have not included progress assumptions
as a part of the core timed asynchronous system
model.

7 Conclusion

We have given a rigorous definition of the timed
asynchronous system model. Based on the measure-
ments performed on the network of workstations in
our Dependable Systems Laboratory, and on other
unpublished measurements at other labs that we are
aware off, we believe that the timed asynchronous
system model is an accurate description of actual
distributed computing systems. In particular, we be-
lieve that the set of problems solvable in the timed
model extended by progress assumptions is a close
approximation of the set of problems solvable in sys-
tems of workstations linked by reliable, possibly lo-
cal area based, networks.

The timed asynchronous system model is not only
interesting from a practical point of view, it also
raises interesting theoretical questions. For exam-
ple, it does not only allow to solve different problems
than the time-free model [18], it seems that the min-
imum message complexity to solve a problem could
be different in the two models because the former al-
lows communication by time. There are also many
open questions with respect to the relation between
the timed model extended by a progress assumption,
and the time-free model extended by a failure detec-
tor [3]. For example, one question is which failure
detectors are implementable in timed asynchronous
systems and which are not. So far, we have shown
that a Perfect failure detector is not implementable
in a timed system even when extended by a progress
assumption [13].
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