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Abstract

An Availability Management service is responsible
for automatically ensuring that all critical services of
a distributed system remain continuously available to
users despite node removals and restarts caused by
failures, maintenance and growth. We present an
Availability Management service for an asynchronous
distributed system characterized by unbounded com-
munication delays and by the availability at all nodes
of local, nonsynchronized timers that measure the pas-
sage of real time with some known accuracy. Examples
of such systems are Unix, VMS, VM or MVS based
distributed systems connected by local area networks
such as Ethernet, token ring, FDDI, or channel-to-
channel adapters. The presentation stresses the main
ideas behind this new service, and outlines a simple de-
sign that depends upon the existence of asynchronous
membership and atomic broadcast group communica-
tion services.

1 Introduction

With the ever increasing dependence that society
and individuals place on computing services, their
availability in the presence of failures, scheduled main-
tenance and horizontal growth becomes of paramount
importance. In present systems, responsibility for re-
configuring a system after failures or removal of pro-
cessors for maintenance rests mostly with the human
system operators. Under stress, it is not unlikely that
humans make mistakes when attempting repair ac-
tions, and this can lead to further failures and service

*This work was supported by grants from the Powell Foun-
dation Sun Microsystems, the Microelectronics Innovation and
Computer Research Opportunities in California, and the Air
Force Office of Scientific Research. This paper was published in
Proc. 2d Int. Workshop on Configurable Distributed Systems,
Pittsburgh, March 1994.

unavailability. For example, [11] reports that 42 %
of the failures in the Tandem distributed systems are
caused by human mistakes made during maintenance,
operation and configuration.

It 1s thus interesting to replace the human con-
trolled reconfiguration service by a software imple-
mented Availability Management service that auto-
matically reconfigures a system in the presence of
failures and restarts as soon as these events are de-
tected. The purpose of this paper i1s to explain the
main ideas behind an Availability Management ser-
vice for an asynchronous distributed system. Almost
all current distributed systems are asynchronous, thus
our design is of wide practical relevance.

To keep things simple and understandable, we omit
the description of some important details. For exam-
ple, we assume that server failures are caused only
by node failures and that all services are provided by
primary /backup server pairs instead of more general
server groups. After presenting a simple design first,
we discuss how our simplifying assumptions can be re-
moved in a more realistic implementation that would
take into account the possibility that server failures
are caused by internal design faults and that not all
services that must be made highly available need to
be implemented by primary/backup server pairs.

We begin by introducing our basic notions, system
structure and assumptions and by stating the require-
ments that a Service Availability Management service
should satisfy. A replicated implementation is then
briefly described. A discussion of possible extensions
concludes the paper.

2 Basic Concepts

Every computing system is built to provide services
to its users. A service provided to a user is a sys-
tem behavior as perceived by that user: a sequence of



observable outputs triggered by a sequence of service
operation invocations made over time. The service
specification prescribes future service outputs solely in
terms of the operations being currently invoked and
the current service state. At any point in time, the
current service state, defined as being the result of ap-
plying the operation invocations completed so far to
the initial service state, can be viewed as a summary
of the past service behavior. Services with the same
set of operations and potential behaviors belong to the
same service type. In general, each service of a certain
type has a current state distinct from that of other
services of the same type, depending on the history of
operation invocations completed so far. For example,
the relational ANSI SQL query and update operations
together with the semantics defined for them in an
ANSI SQL reference manual define the ANST SQL re-
lational database service type; if “employees” and “ac-
counting” are two database services of this type, their
states at a certain point in time are in general differ-
ent, depending on the history of updates applied since
their creation. Thus, in general, different services of a
certain type will have different current states.

The operations defined for a service can only be car-
ried out by a service implementation consisting of one
or more servers (or objects). A server encapsulates
private state data by a set of procedures (or methods)
that provide the only way for changing and access-
ing the server’s state. A server is a unit of failure and
growth: at any point in time a service implementation
has a membership consisting of an integer number of
servers. Because servers are defined to be units of fail-
ure and growth, a server cannot span several nodes of a
distributed system that could fail independently. Ser-
vice operation invocations result in server procedure
executions which can cause the state of the servers im-
plementing the service to change. Since the state of a
service is a function of the states of the servers that
implement it, such server state changes lead in turn
to service state changes.

Object-oriented programming methodology re-
quires that service users not know any details about
how the state of a service is represented in terms of
server states or how the service operations are imple-
mented by the server procedures. Such implemen-
tation details are hidden from users, who need only
know the externally visible, abstract service specifi-
cation [17]. For example, a database service can be
implemented by a single database server, by a set of
distributed servers that each manages a fragment of
the database state, or by a group of redundant dis-
tributed database servers that each manages a replica

of the entire database.

If redundant servers running on distinct nodes are
used to implement a service that must stay available
despite node failures, the user need not know what
synchronization and replication policies exist among
servers. The synchronization policy prescribes how
far apart the local server states can get, where the
distance between the local states of two servers con-
sists of the difference in the number of updates to the
initial state applied so far by them. If the policy is
loose synchronization, a primary maintains the cur-
rent service state while one or more backups maintain
past service states. A bound on the distance between
loosely synchronized servers can be maintained by pe-
riodic checkpoints of the state of the primary to back-
ups. If the policy is close synchronization, then the
servers act as peers by interpreting all service requests
in parallel and maintaining their internal states close
to each other. The replication policy for a service s
specifies how many servers should exist for s'. For
example a replication policy of 2 specifies that 2 re-
dundant servers should be used to implement s. The
synchronization and replication policies specified for
a service form the awvailability policy for that service.
For example the availability policy (loose,2) for a ser-
vice s prescribes that s should be implemented by a
primary /backup server pair.

3 System Model

We assume a distributed system in which multi-
ple nodes are connected by a communication network.
These nodes are units of failure and growth; at any
point in time a node is perceived as either correctly
running or failed by another node. There is no shared
memory or common physical clock, but we do assume
that each node has access to a local timer to measure
the duration of real-time. Servers run on nodes of
the system. If a node possesses all physical resources
needed for running a service for a certain service, it is
called a (potential) host for that service. For exam-
ple a node with enough computing power and mem-
ory that can access the disk(s) storing the “employ-
ees” database is a potential host for the “employees”
database service. The set of all servers that can run
in the hosts defined for a service s forms the team of
servers that can be used to implement s. We assume
that the names of distinct nodes are different and to-
tally ordered, and that the nodes have amnesia-crash

Ifor simplicity, in this paper we only consider static replica-
tion policies, where the number of replicas is constant.



failure semantics: after a crash, a node restarts in a
predefined initial state independent of the inputs seen
before the crash [8]. We don’t assume any particular
network topology: it can be point-to-point or broad-
cast channel based.

Further we assume an asynchronous communica-
tion network: there is no bound on the message trans-
mission delays between nodes. In such networks, it is
impossible for a node p to distinguish between a fail-
ure of the communication service between p and ¢ and
a failure of ¢. In such asynchronous environments,
it is common to limit communication between team
members only to those members that have joined a
common group (or view, as it was called in [1]), where
two processes p and ¢ will be in the same group if
they could communicate in a timely manner when the
group was created. Processes that belong to differ-
ent groups do not communicate with each other and
are said to be (logically) partitioned. The existence of
concurrent groups that do not communicate with each
other can lead to divergence of the state of the team
members belonging to such groups, if group activity
is not restricted to a single distinguished group to be
called in what follows the active group. To ensure
uniqueness, it is common to define an active group as
being a group whose membership contains a major-
ity of team members and that was joined after being
formed by all its members. The distributed communi-
cation service responsible for managing server groups
is called a (asynchronous) membership service. The
service that is used to disseminate updates to group
members is called an (asynchronous) atomic broadcast
service.

An asynchronous membership service enables any
active member of a team 7 of processes to join and
leave dynamically formed groups, so that all members
of a group agree on the group membership. Changes in
group membership may occur due to node failures and
recoveries, and communication service failures. We as-
sume an asynchronous membership service that orga-
nizes the groups of active team members into a linear
history so that members in successive active groups
agree on the history of past active groups. Unlike
in a synchronous membership service [7], there is no
bound on the time it takes to form a new group after
failures or recoveries are detected. Protocols for imple-
menting asynchronous membership services satisfying
different properties for point-to-point and broadcast
channel based networks are given in [14, 16, 18].

An asynchronous atomic broadcast service enables
any member p of a group to broadcast an update u to
all members of that group in such a way that u is de-

livered to all active and correct members in the same
order. This service ensures the following property for
any two team members p and ¢ that belong to the ac-
tive group: let hist(p) and hist(¢) be the histories of
updates delivered to p and ¢ by the atomic broadcast
service since group creation, then either hist(p) is a
prefix of hist(q) or hist(p)=hist(q) or hist(q) is a prefix
of hist(p) [6]. Notice that unlike a synchronous atomic
broadcast service [10], there is no bound on the time it
takes to deliver an update to the active team members
by an asynchronous atomic broadcast service. Proto-
cols for implementing asynchronous atomic broadcast
for point-to-point and broadcast channel based net-
works are given in [4, 3, 6, 12, 13, 15, 2].

The implementation of the asynchronous Avail-
ability Management service depends [8] directly on
the asynchronous atomic broadcast service, which de-
pends on an asynchronous membership service, which
in turn depends on an asynchronous datagram com-
munication service. The dependency relations among
these services is shown in Figure 1.

In addition to the dependency on the atomic broad-
cast and membership services, the Availability Man-
agement service has a close and natural associa-
tion with a location transparent, highly available re-
quest/reply transport service. The latter service en-
sures that application server migrations are transpar-
ent to clients despite communication component fail-
ures. As mentioned in [9], this service enables a client
of a service s to invoke an operation o by simply pass-
ing s.0 to the transport service available on the client’s
node without knowing where a server for s resides.
The transport service forwards the request s.o to an
s-server and then routes the reply back to the client.
This service also masks the failures of the servers of
s from the clients as long as at least one server for
s remains active. The implementation of this service
also depends on the membership and atomic broadcast
services (see Figure 1).

4 Informal Description

The goal of the Availability Management service is
to enforce automatically the availability policies spec-
ified for the services offered by a distributed system
without violating any constraints implied by their syn-
chronization policies. For example, if the availability
policy for a service s is (close-synchronization, 3), the
availability management service is required to main-
tain three servers in the active processor group, and to
start a server at a new processor p in the active group if
any of the three servers fail. Since the active members



Availability Management

Y
Atomic Broadcast

Membership

Asynchronous datagram

Figure 1: Dependencies among Fault-tolerant Services

cannot distinguish between failures of nonactive mem-
bers and these being just partitioned, to maintain the
availability policy even in the presence of partitions,
there are two possible solutions. The first, applicable
especially to services with persistent state, assumes
that one cannot allow the local states of servers to
diverge because of communication partitions. In this
case, servers can exist only in one partition (the ac-
tive one). This can be implemented by requiring that
minority members stop any servers running locally. In
the second case, there is no harm having servers active
in different partitions. For these case, one can envisage
enforcing in each partition the service availability pol-
icy specified for the service and reducing the number
of servers when partitions merge. For the purpose of
this paper, we consider only the first case: we require
any servers running in minority partitions to be shut
down. The underlying request/reply transport service
will automatically re-route client requests in the active
group to any new server when some failed server does
not reply within a certain timeout period, so clients do
not see server failures caused by shutdowns. However,
the service can be unavailable to clients residing in a
non active group.

In general, a distributed system provides many dif-
ferent services with different availability policies, and
the availability management service is required to en-
force the availability policies of each of these services.
For simplicity, we consider that for all services in § a
single availability policy (loose-synchronization, 2) is
specified. We further assume that a server for a ser-

vice s € § can crash only when the underlying node
crashes. From our presentation, it should not be diffi-
cult to imagine how the availability management ser-
vice will automatically enforce other availability poli-
cies and how this service will deal with server crashes
even when the underlying nodes do not crash.

The state transitions for various operations pro-
vided by the Availability Management service depend
on whether availability management servers are in an
active or non active group. Let H(s) denote the set
of all hosts that can provide a service s € §. In gen-
eral, a group with membership M may be active for
one service s, and not active for another service sl,
depending on the intersections of M with H(s) and
H(s).
when the active group is the only one containing ac-
tive services. Based on our description, it should be
straight-forward to construct an availability manager
for the more general model described above.

Let A denote the set of all nodes in the sys-
tem, and Maj denote the set of nodes in the ac-
tive (majority) group. The Availability Management
service provides two kinds of operations to two (or

For simplicity, we only investigate the case

possibly three) concurrent “users”: the human ad-
ministrator and the Adverse Environment (and pos-
sibly time) [5]. The human administrator can in-
voke operations start-service(s), stop-service(s),
add-hosts(s,h), and remove-hosts(sh), s € &,
h C A. The Adverse Environment can invoke the
remove-nodes(n) operation, n C 4. Finally, the op-
eration add-nodes(n), n C A, can be invoked by the
passage of time if the nodes reboot automatically after
a crash, or by human operator otherwise.

The Availability Management service is required to
maintain a primary server and a backup server for
each service s on distinct nodes in H(s)[| Maj for as
long as there exist at least two nodes in H(s)(| Maj.
If H(s)()Maj contains only one node, the availabil-
ity manager must maintain a primary server for s on
that node. In addition, if a primary server for service
s crashes, the availability manager must first promote
the backup server of s to primary and then start a new
backup server for s at a different node in H(s)(| Maj.
The correctness of the (loose-synchronization, 2) pol-
icy requires that at any time there be no more than one
primary server providing the same service to clients.
To ensure this, the availability management service
is required to stop all primary and backup servers
in non-active (minority) groups before new primary
and backup servers can be started in the active group.
These requirements must be maintained by the avail-
ability management service even when an active group



ceases to be active (in response to remove-nodes op-
erations), or when a non active group becomes active
(in response to add-nodes operations). We are not
concerned here with the local state checkpointing pro-
tocols followed by a primary and a backup server to
maintain a bound on the distance between their local
states or after a new backup is started. Our view is
that primary/backup checkpointing is an application
specific issue that is orthogonal to the system wide
service Availability Management issue.

The state of the Availability Management service
in a group, that was joined by the set M of all its
members, is recorded by the following constants and
variables:
const A: Set; % the set of all nodes in the system
const S: Set; % the set of all services
var M: Set-of-A init {}; % set of group members
var H: & — Set-of-A init A\.{}; % hosts for various
services
var on: & — Boolean init A.false; % on(s)=true,
when s € § is started
var primary: S — A J {L} init A\.L; % points to
the group node hosting primary for s
var backup: S — A |J {L} init X\.L; % points to the
group node hosting backup for s
var active: Boolean init false; % true, if M is the ac-
tive (majority) group

When there are no primary or backup servers for
s € 8§ in M, the primary(s) and backup(s) pointers
have the undefined value L (L ¢ A). For each service s
and non empty set of hosts P, we assume the existence
of a “select-host” function that returns the best
host in P for starting a new server for s. This function
may take into account factors such as load balancing,
communication pattern among different servers, and
the interaction among different services in choosing
the best possible host for service s. An example of
select-host (s, N) is “return(smallesi_id (N))”. We
also assume the existence of an “is-active” function
that returns true if the group consisting of the nodes
in NV is active and false otherwise. In a general system,
this function may additionally take service s as an ar-
gument and return true if the group consisting of the
nodes in A is active for service s, and false otherwise.

select-host(s:S,P:Set-of-A) returns A J {L}.

is-active(N:Set-of-A) returns Boolean.

Since the operations invoked by the administrator,
i.e. start-service, stop-service, add-hosts, and
remove-hosts, do not modify the membership of a
group, these operations have null effect if the group is
not active. In response to a start-service(s) oper-

ation invocation, if the group is active, the availabil-
ity management service remembers that s has been
started and then starts primary and backup servers
for s.

start-service(s:S) =
if active = true
then on(s) «— true;
start-servers(s,M [H(s));
fi;

When a stop-service(s) request is received from the
system administrator and if the group is active, the
primary and backup servers for s are shut down and
the service s is turned off.

stop-service(s:S)=
if active = true
then on(s) «— false;
if backup(s) # L
then stop server for s on backup(s)
backup(s) — L
fi;
if primary(s) # L
then stop server for s on primary(s)
primary(s) «— L
fi;
fi;
When new hosts for some service s are added to a
group that is active, the availability management ser-
vice includes these nodes in H(s) and if s is ‘on’, it
attempts to start primary and backup servers for s if
there is no primary server for s, and attempts to start
a backup server for s if there is no backup server for
s.

add-hosts(s:S, h:Set-of-A) =
if active = true
then H(s) «— H(s) U h;
if on(s)
then start-servers(s,M (H(s));
fi;
fi;
When the administrator removes some hosts for some
service s from a group that is active, the availability
management service takes actions based on one of the
following three cases: (i) both primary and backup
servers are running on some removed hosts, (ii) only
the backup server for s is running on some removed
host, and (iii) only the primary server is running on
some removed host. In case (i), the availability man-
agement service stops both the primary and backup



servers for s and then attempts to start primary and
backup servers for s on the remaining hosts for s. In
case (ii), the availability management service stops
the backup server for s and then attempts to start
a backup server for s on the remaining hosts for s. Fi-
nally, in case (iii), the availability management service
stops the primary server for s, promotes the backup
server for s to primary, and then attempts to start a
backup server for s on the remaining hosts for s.

remove-hosts(s:S, h:Set-of-A) =
if active = true
then H(s) — H(s) - h;
if (backup(s) € h) and (primary(s) € h)
then stop server for s on backup(s)
backup(s) — L
stop server for s on primary(s)
primary(s) — L
start-servers(s, H(s)| M);
fi;
if (backup(s) € h) and (primary(s) & h)
then stop server for s on backup(s)
backup(s) — L
start-backup(s,H(s)[ | M — primary(s))
fi;
if (primary(s) € h) and (backup(s) & h)
then stop server for s on primary(s)
primary(s) — L
promote-backup(s,H(s)(\ M)
fi;
ﬁ.

)

The operations invoked by adverse environment,
i.e. add-nodes and remove-nodes, modify the mem-
bership of a group. When add-nodes is invoked, a new
group is formed and the actions taken by the availabil-
ity management service depend on one of the following
three cases: (i) the new group is not active, (ii) the
new group is active, and there exists a node n in the
new group such that the last group to which n was
joined is the preceding active group, and (iii) the new
group is active, and there does not exist any node n
in the new group such that the last group to which n
was joined is the preceding active group. In case (i),
this operation has null effect. In case (ii), the values of
the variables ‘H, on, primary, and backup in the state
of the availability management service of the preced-
ing active group are the most recent values, and so
the availability management service first adopts these
values, and then attempts to start servers for all ser-
vices that are ‘on’. Finally, in case (iii), the values of
the variables H and on in the state of the availabil-
ity management service of the preceding active group

are the most recent values; the values of the variables
primary and backup however may have been modified
in the non active groups because the availability man-
agement service stops all servers running on nodes in
a non active group. So, in this case the availability
management service adopts the values of the variables
‘H and on from the availability management service
state of the previous active group, resets the variables
primary, and backup to their initial values, and then
attempts to start servers for all services that are ‘on’.
In all these cases, the variables M and active are ap-
propriately modified.

add-nodes(n:Set-of-A) =
M — MU mn;
active —— is-active(M);
if active = true
then if 3n € M such that the last group to which
n was joined is the preceding active group
then adopt H, on, primary, and backup from
the state of the preceding active group
else adopt H and on from
the state of the preceding active group
primary «— A.L
backup «— AX.L
fi;
foralls e §
do if on(s)
then start-servers(s, M [H(s))
fi;
od;
fi;
When remove-nodes is invoked, the actions taken
by the availability management service depend on
whether the new group (after removal of the nodes)
is active. If the new group is not active, the availabil-
ity management service stops all servers running on
the nodes in the new group. If the new group is ac-
tive, the actions taken by the availability management
service, for each service s that has been started, de-
pend on one of the following three cases: (i) both pri-
mary and backup servers for s were running on some
removed nodes, (ii) only the backup server for s was
running on some removed node, and (iii) only the pri-
mary server for s was running on some removed node.
In case (i), the availability management service stops
both the primary and backup servers for s and then
attempts to start primary and backup servers for s
on the remaining nodes. In case (ii), the availability
management service stops the backup server for s and
then attempts to start a backup server for s on the
remaining nodes. Finally, in case (iii), the availabil-
ity management service stops the primary server for



s, promotes the backup server for s to primary, and
then attempts to start a backup server for s on the
remaining nodes.

remove-nodes(n:Set-of-A) =
Me— M -n;
active «—— is-active(M);
if active = false
then for all s € §
do if backup(s) # L
then if backup(s) € M
then stop server for s on backup(s);
fi;
backup(s) — L;
fi;
if primary(s) # L
then if primary(s) € M
then stop server for s on primary(s);
fi;
primary(s) — L1;
fi;
od;
else for all s € §
do if (backup(s) € n) and (primary(s) € n)
then primary(s) — L;
backup(s) — L;
start-primary(s,H(s)(| M);
start-backup(s,H(s)( | M — primary(s));
fi;
if (backup(s) € n) and (primary(s) ¢ n)
then backup(s) — L;
start-backup(s,H(s)( | M — primary(s));
fi;
if (primary(s) € n) and (backup(s) ¢ n)
then primary(s) — 1;
promote-backup(s,H(s)(|M);
fi;

od;

bl
fi;
The state transitions for start-servers,
start-primary, start-backup, and
promote-backup are defined as follows:

start-primary(s:S, N:Set-of-A) =
if primary(s) = L and N # {}
then primary(s) «— select-host(s,N);
start primary server for s on primary(s)
fi;
start-backup(s:S, N:Set-of-A) =
if backup(s) = L and N # {}
then backup(s) +— select-host(s,N);
start backup server for s on backup(s)

fi;
promote-backup(s:S, N:Set-of-A)
if backup(s) # L
then promote backup server for s on backup(s);
primary(s) — backup(s);
backup(s) — L;
start-backup(s,N — {primary(s)});

fi;
start-servers(s:S,N:Set-of-A) =

if active = true
start-primary(s,\);
if primary(s) # L
then start-backup(s,N— {primary(s)});
fi;

fi;

These state transitions are required to be performed
by the Availability Management service in every group
as long as there is at least one active node running
in the group. If concurrent failures and restarts oc-
cur, the corresponding state transitions are required
to occur in some serial order. An availability man-
ager satisfying the above requirements ensures contin-
uous availability of a service to the clients in the active
group. The service is unavailable to clients in a non
active group, but it becomes available to them as soon
as they join an active group following a membership
change.

5 Replicated Availability Management
Service

To ensure that the Availability Management service
is itself available in every group in the system as long
as there i1s at least one active node, the service state
introduced in the previous section is maintained in ev-
ery group by replicating it at every active node in the
group. Thus, the team of Availability Management
servers is hosted by the set A of all nodes of the sys-
tem, and the state of the Availability Management ser-
vice in the system consists of one service state for each
group 1n the system and various constants and vari-
ables described in the last section replicated at every
node in a group. These replicated variables are man-
aged at any point in time by a group of active closely
synchronized Availability Management servers. These
servers are initialized after the underlying node mem-
bership and atomic broadcast services are initialized
at node startup. While servers for these services exist
at any node, the Administrator Command Interpreter
service is implemented by a server running in only one
of the nodes (the administrator can login on another



node if that node fails, or if the group to which it be-
longs becomes non-active). When joining the active
group of Availability Management servers, a server
receives the membership of the group (newdiN), the
group-id of the preceding active group (pag), a map-
ping from each group member to the group_id of the
last group joined by it(pg: A — N), and the state of
the availability management service of the preceding
active group (pag_state). Based on this, each server
independently constructs the state of the Availability
Management service. Each Availability Management
server has access to the identity of its underlying node
by invoking a predefined function my:d.

The implementation of the Availability Manage-
ment service depends directly on the membership and
atomic broadcast services described in Section 3: any
update to a replicated state variable is either a result
of atomic broadcast message arrival or of a member-
ship change notification that appears to the replicated
Availability Management servers as an atomic broad-
cast message arrival. Because all updates to the repli-
cated state variables are received in the same order
by all active Availability Management servers in the
active group, after an Availability Management server
j joins the active group, its local state variables M,
‘H, primary, backup, on, active will go through the
same sequence of values as the local variables of any
other Availability Management server m that is also a
member of the same group, and this will remain true
until j or m fail, or until the communication service
between 7 and m fails. Thus, when any two members
of the active group learn about the same event, such
as an administrator command invocation or a change
in the membership of active nodes, they have identi-
cal local states, so they reach identical decisions about
what has to be done. For example after a failure of
a node hosting the primary server for s, all Availabil-
ity Management servers in the group containing that
host decide that the management server running in
the backup(s) node, say p will have to promote the
backup server to primary and the management server
running in the node ¢ returned by select-host(s,
M () H(s) — backup(s)) will have to start a new
backup for s. So, all availability management servers
update their state according to these decisions and
they all ask themselves whether they are the ones run-
ning in the p or ¢ nodes by evaluating the myid =
backup(s) and myid = select-host(s, M [ H(s) —
{backup(s)}) expressions, respectively. The managers
running in the nodes where these expressions evaluate
to true then do the “real” work by locally promoting
the backup server for s and by starting a backup server

for s, respectively. It is crucial that the value of an in-
vocation of select-host function, or is-active func-
tion depend only upon the replicated state variables
maintained by each Availability Management server,
so that any invocation yields the same result when
invoked in response to the same event at any two
members of the same group of the active Availabil-
ity Management servers. In order to avoid inconsis-
tencies introduced in the replicated state due to some
operations being executed while there is a membership
change, a boolean variable freeze is used. This vari-
able is set to true between the moment a node learns
of some group creation and the moment the node joins
the new group.

After initializing the state variables M, H, on,
primary, backup, freeze, and active, an Availabil-
ity Management server enters an infinite loop inside
which it waits for the following event types: an up
call from the membership service that is a notifica-
tion of a change in the membership of active nodes,
an up call from the atomic broadcast service telling
about an update to the replicated state variables, or
down call from the Command Interpreter running in
the same node, that informs the server about a com-
mand issued by the system administrator. The code
that implements the reactions to these events must
be implemented so as to be atomic with respect to
synchronization (for simplicity we do not deal with
synchronization issues related to making the parallel
interpretation of these events serializable).

task Availability-Manager =

const A, S: Set;

var M: Set-of-A init {};

var H: § — Set-of-A: init A.{};

var on: § — Boolean nit A.false;

var primary: S — A |J {L} init A\.L;
var backup: & — A |J {L} init A.L;
var freeze: Boolean init false;

var active: Boolean init false;

initialize(M, H, on, primary, backup, active, freeze);
loop

when receive-from-administrator(command):
if active = true and freeze = false
then case command of:
start-service(s):
atomically-broadcast (“start-service” ,s);
stop-service(s):
atomically-broadcast (“stop-service” ,s);



add-hosts(h,s):
atomically-broadcast (“add-hosts” h,s);
remove-hosts(h,s):
atomically-broadcast (“remove-hosts” h,s);
endcase;
fi;
when receive-atomic-broadcast(message) from p:
case message of:
(“start-service” s):
on(s) — true;
start-servers(s, M (VH(s));
(“stop-service” ,s):
on(s) — false;
if backup(s) # L
then if backup(s) = myid
then locally stop server for s
fi;
backup(s) — L;
fi;
if primary(s) # L
then if primary(s) = myid
then locally stop primary server for s
fi;
primary(s) «— L;
fi;
(“add-hosts” h,s):
H(s) — H(s) U h;
if on(s)
then start-servers(s,M (H(s));
fi;
(“remove-hosts” h,s):
H(s) — H(s) - h;
if backup(s) € h
then if backup(s) = myid
then locally stop backup server for s;
fi;
backup(s) — L
start-backup(s,H(s)[ | M — primary(s))
fi;
if primary(s) € h
then if primary(s) = myid
then locally stop primary server for s;
fi;
primary(s) «— L
promote-backup(s,H(s)( M)
fi;
endcase;

when receive-membership-notification(change):
case change of:

(“freeze”):

freeze «— ftrue;
(“new group”, newN, pag, pg, pag-state):
M — newN;,
active «—— is-active(M);
freeze «— false;
if active = false
then for all s € §
do if backup(s) # L
then if backup(s) = myid
then stop backup server for s;
fi;
backup(s) — L;
fi;
if primary(s) # L
then if primary(s) = myid
then stop primary server for s;
fi;
primary(s) — L1;
fi;
od;
else on «—— pag_state.on;
‘H — pag_state.’H;
if 3n € M : pg(n) = pag
then primary «—— pag_state.primary;
backup «— pag_state.backup;
else backup «— A.L;
primary «— A.L;
fi;
forallse S
do if (backup(s) ¢ M) and
(primary(s) ¢ M) and (on(s))
then primary(s) — L;
backup(s) — L;
start-primary(s,H(s)(\M);
start-backup(s,H(s)( | M — primary(s));
fi;
if (backup(s) ¢ M) and
(primary(s) € M) and (on(s))
then backup(s) — L;
start-backup(s,H(s)[ | M — primary(s));
fi;
if (primary(s) ¢ M) and
(backup(s) € M) and (on(s))
then primary(s) — L;
promote-backup(s,H(s)(|M);
fi;

od;

bl
fi;
endcase;

endloop;



The procedures start-primary, start-backup,
promote-back, and start-servers are as
follows:

procedure start-primary(s:S, N:Set-of-A) =
if primary(s) = L and N # {}
then primary(s) «— select-host(s,N);
if primary(s) = myid
then locally start a primary server for s;
fi;
fi;

procedure start-backup(s:S,N:Set-of-A) =
if backup(s) = L and N # {}
then backup(s) «+— select-host(s,N);
if backup(s) = myid
then locally start a backup server for s;

ﬁ.

fi;
procedure promote-backup(s:S,N:Set-of-A) =
if backup(s) # L
then if backup(s) = myid
then locally promote backup server for s;
fi;
primary(s) — backup(s);
backup(s) — L;
start-backup(s,N— {primary(s)});
fi;
procedure start-servers(s:S,N:Set-of-A);
if active = true
start-primary(s,\);
if primary(s) # L
then start-backup(s,N— {primary(s)});
fi;
fi;

6 Conclusions

In this paper, we have presented the key ideas in
implementing an asynchronous Availability Manage-
ment service that automatically reconfigures the sys-
tem in the presence of communication and node fail-
ures, such that the computing services remain avail-
able, and the system reconfiguration is transparent to
the users. The design, as sketched in the paper, con-
siders only one type of availability policy, and restricts
the availability of all services to only one group (ac-
tive group) in the system. An extension of this de-
sign that would address the issue of enforcing more
than one availability policy, and allow different active

groups for different services should pose no difficulty
at this point. To enforce more than one availability
policy, it 1s sufficient, for each service s, to keep track
of its availability policy and ensure that it is auto-
matically enforced along the lines of the previously
sketched availability management service design. To
allow different active groups for different services, it is
sufficient, for the function is_active, to have an addi-
tional parameter (service s) and evaluate that function
based on s.
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