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ABSTRACT

This report summarises the ongoing work in QuComm on fiber based entanglement quantum
cryptography.
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| ntr oduction

The posshility to use entangled photon pars for quantum cryptography (QC) was first
proposed by Ekert in 1991 [1]. Although dmog dl tests of Bell inequdities can be seen as
experiments of quantum cryptography, systems specificaly designed to meet the specid
requirements of QC, like quick change of bases, were firg implemented only recently. In
2000, three group members of Qucomm reported in the same issue of Phys. Rev. Lett.[2,3/4]
quantum cryptography based on the properties of entangled photons.

On one hand, using photon pairs for QC has some potentiad advantages.

1) A fird advantage lies in the fact that one can remove empty pulses, snce the detection of
one photon of a pair reveds the presence of a companion. In principle, it is thus possble
to have a probability of emitting a non-empty pulse equd to one It is beneficid only
because presently avalable dngle-photon detectors feature high dark count probability.
The difficulty to always collect both photons of a pair somewhat reduces this advantage.

2) One frequently hears that photonpars have dso the advantage of avoiding multi-photon
pulses, but this is not correct. For a given mean photon number, the probability that a non
empty pulse contains more than one photon is essentidly the same for weak pulses and for
photon pars. However, the fact that passve date preparation can be implemented
prevents multiphoton gplitting attacks [5,6], snce the different photon pars ae
independant. So, even if multiple photon pairs don't increase Eve's information, they lead
to an increase in the QBER [5].

3) Using entangled photons pairs prevents unintended information leakage in unused degrees
of freedom [7]. Obsarving a QBER smdler than gpproximately 15 %, or equivdently that
Bdl's inequality is violated, indeed guarantees that the photons are entangled and so that
the different states are not fully distinguishable through other degrees of freedom.

4) Entangled photons offer interesing possbilities in the context of cryptographic optica
networks The photon pairs source can indeed be operated by a key provider and situated
somewhere in between potentidl QC customers. In this case, the operator of the source has
no way to get any information about the key obtained by Alice and Bob.

On the other hand, entanglement based systems are far more complex than faint laser pulses
set-ups. Current experimental key crestion rates obtained with these systems are at least one
order of magnitude smdler than those obtained with faint laser pulses set-ups. Decoherence is
more serious when using photon pairs, because of the larger spectrd width. For example, for a
gpectral width of 5 nm FWHM -- atypica vaue, equivdent to a coherence time of 1 ps -- and
a fiber with a typicd PMD of 0.2 [pgd<km], transmisson over a few kilometers induces
ggnificant depolarization. In case of polaizationentangled photons, this gradualy destroys
their corrdation. Hence, dthough perfectly fine for free-space QC, polarization entanglement
is thus not adequate for QC over long optica fibers. A amilar effect arises when deding with
energy-time entangled photons. Here, the chromatic digperson destroys the srong time-
correlations between the photons forming a par. However, it is possble to passvey
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compensate for this effect usng ether additiona fibers with oppogte disperson, or exploiting
the inherent energy correlation of photon pairs.

Recent studies suggest that faint laser QC is secure over distances of about 50 km that are
possible with the detectors available today [8]. Hence in the short term entangled photons
won't be used for the redization of industria prototypes.

In the following, we shortly describe the four experiments performed by the QUCOMM
consortium [2,3,4,5]. For a closer look refer to the attached reprints.

The group of Anton Zelinger (EXPUNIVIE), demondrated a crypto-sysem usng
polarization-entangled photon pairs of 702 nm, including error correction [1]. Two-photon
source was located near the center between the two analyzers seperated by a distance of 360
meters. Specid optica fibers, designed for guiding only a single mode a 700 nm, were used
to tranamit the photons to the two andyzers. The results of the remote measurements were
recorded locally and the processes of key dfting and of error correction implemented at a later
dage, long after the didribution of the qubits. Two different protocols were implemented: one
based on Wigner's inequdity (a specid form of Bel inequdities), and the other one following
BB8&4.

Los Alamos Nationa Labs (LANL) demondrated the Ekert protocol [2]. This experiment was
a table-top redizaion with the source and the analyzers separated by a few meters. The
quantum channd condsted of a short free space disance. Different eavesdropping Srategies
were smulated as well. As predicted by the theory, a rise of the QBER was oberved together
with an increase of the information obtained by the eavesdropper. Moreover, they aso
recently implemented the sx-state protocol and observed the predicted QBER increase to
33%.

The man advantage of polarization entanglement is the fact that andyzers are smple and
efficient. It is therefore relatively easy to obtain high contrast. Naik and co-workers, for
example, messured a polaization extinction of 97 %, manly limited by dectronic
imperfections of the fast modulators. In addition, the congraint on the coherence length of the
pump laser is not very dringent. As mentioned above, polarization is indeed not robust to
decoherence in opticd fibers. In addition, the polarization state transformation induced by an
ingaled fiber frequently fluctuates, making an active adignment system absolutdly necessary.

A scheme taking advantage of energy-time entangled photon pairs was redized by GAP. The
two-photon source (a KNbOs crysta pumped by a cw doubled Nd-YAG laser) produces
photons at non-degenerate wavelengths - one around 810 nm, the other one centered at 1550
nm. This choice dlows detecting the photon of the lower wavdength with high efficiency
dlicon based sngle photon counters. The high transmisson loss a this wavelength in optica
fibers doesn't natter as the distance between the source and the corresponding anayzer is kept
very short. The other photon, a the wavelength where fiber losses are minimd, is sent via an
opticd fiber to Bob's interferometer and is then detected by InGaAs APD's. The BB84
protocol was implemented with 2 birefringent interferometers, with polarization multiplexing
of the two bases. Inteference vighilities were typicdly 92% over. Mbit's of key were
digtributed through 8.5 km fiber on a spool, at a rate of about 100 Hz. For this scheme, the
laser frequency and the rather bulky interferometers must remain dable dable during a key
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exchange sesson. For this reason, it is not well suited for the developement of a prototype,
despite of its promising performance.

Findly, GAP adso implemented a scheme using phase-time coding with a pulsed, energy-time
bin source, creating photons at 1300nm [4]. A contrast of approximately 93% was obtained.
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